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A secure quantum identification system combining a classical identification procedure and quan-
tum key distribution is proposed. Each identification sequence is always used just once and new
sequences are “refuelled” from a shared secret key transferred over a quantum channel. The
question of authentication of information sent over a public channel is discussed. An apparatus
using two unbalanced Mach-Zehnder interferometers has been built; and quantum key distribu-
tion and “quantum identification” have been successfully tested through a single-mode optical
fibre at 830 nm, employing low intensity coherent states (below 0.1 photons per pulse).

1. Introduction

Along with the rapid increase in the number of electronic communications grows the need for
secure identification systems. Nowadays, various identification systems are employed for financial
transactions performed over computer networks, for money withdrawal from automated teller ma-
chines, for diplomatic and military purposes, and so on. Even the best classical identification systems,
however, do not provide sufficient security with respect to recent advances in the field of quantum
physics. An eavesdropper listening in on identification acts of the legitimate users might later misuse
the overheard information and try to impersonate them.

In this paper, a secure identification system is proposed, that combines a classical three-pass
identification procedure and quantum key distribution (QKD). A large number of papers have already
been devoted to quantum cryptography. Let us mention only some of the fundamental ones [1-7] and
the survey in [8]. A large bibliography may also be found in [9].

In Section 2 we describe the identification protocol. Section 3 deals with the necessary authen-
tication of the public discussions performed during QKD. Section 4 is devoted to the description of
the experimental apparatus. In Section b practical realization is described and some experimental
results are presented. Section 6 gives conclusions.

2. Identification protocol

The proposed identification protocol is based on a simple classical three-pass identification method
using each time a new triad of identification sequences (i.e. the sequences are changed after each
identification act, either successful or unsuccessful). This method is secure: a sufficient length of
identification sequences exists such that the probability of successful deception by an unauthorized
user 1s smaller than an arbitrarily small positive number. The weak side of classical implementations
of this method is the problem of delivering of secret identification sequences (IS’s). To circumvent
this difficulty, the well known quantum key distribution procedure (QKD), based on BB84 protocol
[1], is employed. QKD represents the “quantum part” of the protocol. At the beginning some small
amount of secret information must be shared by the users. But after mutual identification, the used
IS’s are replaced by new ones, distributed by means of QKD. A limited number of IS’s could be
stored, e.g., on a chip card.

A three-pass identification protocol can be realized as follows (two legal users, Alice and Bob,
already share several triads of 1S’s):
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e Alice and Bob say each other their ordinal numbers of IS triads in the stack — a pointer to the
first Alice’s (Bob’s) unused sequence — and choose the higher one if they differ.

. — Alice sends the first IS of the triad to Bob.

— Bob checks whether it agrees with his copy. If not, Bob aborts communication and shifts
his pointer to the next triad. Otherwise, he sends the second IS of the triad to Alice.

— Alice compares whether her and Bob’s second IS’s agree. If not, she aborts communication
and shifts her pointer. Otherwise, she sends the third IS to Bob. If Bob finds it correct,
the identification is successfully finished.

e To replace the used IS’s; Alice and Bob “refuel” new IS’s by means of QKD and set the pointers
to their initial positions.

The three passes are necessary for the following reason: An eavesdropper (Eve) can pretend to be
Bob and get the first IS from Alice. Of course, Alice recognizes that Eve is not Bob because Eve
cannot send the correct second IS. So Alice aborts connection and discards this triad (i.e., shifts the
pointer to the next one). However, later on Eve could turn to Bob and impersonate Alice. She knows
the first IS! Bob can recognize a dishonest Eve just only because she does not know the third IS.

3. QKD with authenticated public discussion

Necessary discussions performed over the open (classical) channel during QKD could on principle
be modified by Eve. So their authentication is necessary. The authentication procedure requires
some additional “key” material to be stored and transmitted similarly to IS’s. Again, each “key”
may be used just once. This authentication, however, can be utilized for the identification itself. The
three-pass authenticated public discussion, performed during QKD, can function as the three-pass
exchange of IS’s described in the preceeding section.

For quantum cryptography to provide unconditional security, the procedure used for authenti-
cation of public discussion must also be unconditionally secure, not only computationally. Such
authentication algorithms have been discovered [10]. These algorithms are based on the so-called
orthogonal arrays [11]. Tt can be shown, however, that the length of an “authentication key” must
always be greater than the length of the authenticated message. If k i1s the number of all possible
messages, & the number of keys, and n the number of all possible authentication tags, using methods
of orthogonal arrays theory, it can be proved that & > k(n — 1) + 1. Tt is evident that

K>k, if n>2

This fact represents a difficulty for QKD. The length of messages communicated over the public
channel is always greater than the length of the transmitted “quantum” key. For each qubit, at least
one bit of information about the basis chosen by Alice, and one bit about the basis chosen by Bob
must be interchanged. Only about one half of all successfully conveyed qubits can be used as a key, as
follows from the requirement of coincidence of bases. Further, part of the key has to be sacrificed and
compared by Alice and Bob in order to detect possible eavesdropping. So there would not be enough
“quantum” key material for refueling new authentication keys for next authentications. A way out
from this impasse rests in realizing that it is not necessary to authenticate the whole public discussion
performed during QKD. The most important and characteristic property of quantum cryptography is
that it enables us to detect an eavesdropper. Any attempt at eavesdropping inevitably increases the
number of errors. Thus it is necessary to prevent Eve from modifying in any way the part of public
discussion connected with the error rate estimation. Therefore, messages containing the sacrificed
part of the “quantum” key (including corresponding bases and positions of sacrificed bits) have to be
authenticated. Any modification of the rest of public communications could impair QKD but would
not jeopardize the security of the system. Nevertheless, there is still a loophole. Eve could establish
one “quantum” key with Alice and a different one with Bob, and then choose only those bits that
are 1dentical in both keys. Then she could manipulate public discussion in such a way that Alice
and Bob would consider the remaining bits to be lost or invalid. To prevent this from happening,
Alice and Bob must in addition exchange an authenticated message conveying the number of really
detected qubits.
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As already mentioned, a class of reasonable authentication codes exists [10]. If p is prime and
d > 2 is an integer, then an authentication code can be created for (p? — 1)/(p — 1) messages with
p? keys and p authentication tags. The deception probability is then p~'. For a given message and
a given authentication key, the authentication tag can be calculated as follows:

e Convert a given authentication key to the number system of the base p (its maximum length
in this system is d). Let us denote the ¢-th “digit” by »;.

e Construct and order all non-zero “numbers” in the number system of the base p of the maximum
length d that have the first non-zero “digit” from the left equal to 1 [there is (p? —1)/(p — 1) of
such numbers]. A one-to-one mapping exists between all possible messages and all “numbers”
(or sequences) from this set. Assign a corresponding “number” to a given message to be
authenticated (an ordering of the “numbers” is assumed to be fixed). Let the i-th “digit” of
that particular “number” be denoted by c¢;.

e The authentication tag is then given by the equation

d
A(r,c) = Z r;c; mod p.

i=1

As a practical example we can choose a prime p = 2% — 1 and d = 165. Then the deception
probability is about 5- 1071, The length of the key is 10064 bits, the length of the message can be
up to 10003 bits and the authentication tag consist of 61 bits.

4. Description of the apparatus

Experimental implementation of our system is based on an interferometric setup (i.e., on phase
coding) with time multiplexing. Tt consists of two unbalanced fibre Mach-Zehnder interferometers
(see Fig. 1). The path difference of the arms of each interferometer (2 m) is larger than the width of
the laser pulse (its duration is 4 ns). Interference occurs at the outputs of the second interferometer
for pulses “going” through long-short or short-long paths. These paths are of the same length and
they are indistinguishable. Each of these interferometers represents the main part of the “terminals”
of both communicating parties. The terminals are interconnected by a 15 m single mode optical
fibre acting as a quantum channel and also by a classical channel (local computer network). As a
light source, a semiconductor pulsed laser operating at 830 nm is used. Laser pulses are attenuated
by a precise computer-controlled attenuator so that the intensity level at the output of the first
interferometer is below 0.1 photon per pulse. The accuracy of this setting is monitored by detector
D3. Polarization properties of light in the interferometers are controlled by polarization controllers
PoC. To balance the lengths of the arms, an air gap AG with remotely controlled gap-distance is
used. The phase coding is performed by means of two planar electro-optic phase modulators PM (one
at each terminal). To achieve high interference visibility, the splitting ratio of the last combiner must
approach 50:50 as closely as possible (see [12]). Therefore a variable ratio coupler VRC is employed
there. With this setup, it is possible to reach visibilities well above 99 %. The total losses of the
second interferometer do not exceed 5 dB.

Detectors D1-D3 are single photon counting modules with Si-avalanche photodiodes. Their output
signals are processed by detection electronics based on time-to-amplitude converters and single chan-
nel analyzers. Both terminals are fully driven by PC’s. The interferometers are placed in polystyrene
thermo-isolating boxes. Together with automatic active stabilization of interference, it enables us to
reach low error rates (0.4-0.8 %) with data transmission rates of approximately 600 bits per second.

5. Practical implementation

Let us first focus on the part of public discussion that must be authenticated, i.e., on the com-
parison of Alice’s and Bob’s subsets of the “random” key, that serves for error rate estimation and
thereby the detection of possible eavesdropping. The positions of selected bits must be completely
random so that Eve has no hint which bits are “safer” for her to intercept. The length of the subset
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Fig. 1: The scheme of optical part of the built quantum identification system. El. Att. is an electronic atten-
uator, PoC denotes a polarization controller, PM a planar electro-optic phase modulator, ATT an attenuator,
Pol a polarizer, C a fibre coupler, VRC a variable ratio coupler, and AG an air gap.

must be large enough to yield a confident error rate estimate. Let us introduce a security parameter
g that expresses this confidence in the following way. Provided that the estimate based on a sub-
set of length s is €eq, the probability that the actual error rate € of transmission exceeds a certain
prescribed limit )3, must be lower then ¢. The security limit for yet secure QKD is epyy, = 14.6 %
[13]. Once a suitable length s for the system is chosen, one can obtain an upper limit e,y On e,
above which the transmitted “quantum” key must be rejected to guarantee security with confidence
1 —¢q. A detailed analysis of the limit on £ is beyond the scope of this paper. For our system, we
have chosen s = 500 and ¢ = 1072°. Then the condition Prob(e > 0.146) < 102 is satisfied when
estimated error rates eest fall below emax = 2.13 %.

To authenticate the number of really detected qubits, and the positions, bases and values of qubits
from a subset of length s, we need at least

buin = s([logs n] + 2) + [logs(ym)] + 3a

bits of initially shared secret key material. Here n is the number of sent laser pulses, 5 is the
detection probability (about 0.7 % in our case), [z] denotes the smallest integer larger than z, and
a = [log,(1/q)] is the length of the authentication tag. It is worth noting that the ratio bumin/(9n)
converges to zero for large n so that it is always possible to generate more new shared secret bits
than it is consumed for authentication. Authenticated QKD may be considered as a “multiplier” of
shared secret information, once the ratio (ynn)/(2bmin) is greater than 1, with y being the typical
reduction factor of the error correction and privacy amplification procedures [2].

The whole identification procedure starts with the generation of the so-called sifted key. Sifted
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key is what remains to the users after the comparison of their bases. In our experimental setup,
we generate sifted key at sequences of 320 kbits. After each sequence, active stabilization of the
interferometers is performed to ensure low error rate despite environmental perturbations. This
yields an average sifted key data rate of cca 600 bits per second. Once 30 kbits of sifted key are
generated, the three-pass authenticated public discussion is performed as follows:

e Bob sends to Alice an authenticated message containing the number of detected qubits and the
positions of bits selected for error rate estimation.

e Alice checks authentication and aborts communication if it fails. Otherwise she sends back to
Bob an authenticated message containing the bases and bit values of the selected qubits.

e Bob checks authentication and aborts communication if it fails. Next he checks bases of the
selected subset and aborts communication if any of them disagree. At last, he uses the com-
parison of bit values of the selected subset for error rate estimation and aborts communication
when his result exceeds the value gy,,x. If all these three tests are correctly passed, he sends to
Alice an authenticated message to inform her that identification was successful. Alice checks
authentication and aborts communication if it fails.

At this point Alice and Bob share 29.5 kbits of shared secret sifted key. As final steps, they perform
error correction and privacy amplification procedures. We basically use the procedures described by
Bennett et al. [2]. The level of privacy amplification corresponds to the security parameter q.

To summarize, v is usually higher than 0.75 for our usual error rates of 0.4-0.8 %, thus leaving
Alice and Bob with about 22 kbits of distilled key generated at an average rate of 250 bits per second.
This well covers the approximately 14 kbits of previously shared secret key material consumed during
the authenticated discussion. Let us note that we did not perform any special optimization of data
rate, the bottlenecks being here the way we drive the equipment from PC’s and the bandwidth of
the detection electronics we used. Nevertheless, in our setup the whole identification procedure takes
less than 110 seconds (including all auxiliary processes).

6. Conclusions

A quantum cryptographic system for mutual identification has been proposed and built. The
system expediently combines the advantages of quantum key distribution and a classical three-pass
identification procedure. Each identification sequence is used only once and quantum key distribution
serves as a means to refuel shared secret key material. The quantum cryptographic apparatus can be
regarded as a “multiplier” of shared secret information. The experimental implementation is based
on a “single-photon” interferometric method and on the quantum key distribution protocol BB84.
Error correction and privacy amplification procedures are employed. The authentication of certain
parts of public discussion simultaneously serves for mutual identification. The measured physical
parameters are as follows: visibility 99.5 %, sifted key transmission rate 600 bits per second, distilled
key transmission rate 250 bits per second, error rate 0.4 %.
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