0.1 QUANTUM CRYPTOGRAPHY
(0. HADERKA, M. HENDRYCH, M. DUSEK)

For ages people have wished to find a way to communicate in secrecy so as
to allow nobody to overhear their messages. This wish or desire may come
true with the aid of cryptography. Cryptography may be defined as the art
of writing and deciphering messages in code.

The use of cryptography in everyday life has grown enormously during re-
cent years. The outburst of electronic communications between banks, state
agencies and various institutions handling private data, as well as the fast de-
velopment of e-business on the Internet, has lead to a huge increase of demand
for secure cryptographic methods and devices. Today most of cryptographic
tasks are solved with the help of cryptosystems [1] that rely on computational
complexity, e.g., on the difficulty to factor large numbers. However, advances
in mathematical algorithms and computing power compromise the security of
these methods, which is maintained by continual lengthening of cryptographic
keys. Classical cryptography also faces an increasingly serious menace arising
from the construction of quantum computers. Algorithms capable of breaking
public-key ciphers have already been developed [2]. Although the construc-
tion of a practical device is still hypothetical, experimental advances are very
fast. Another threat to classical systems comes from single-purpose massively
parallel optoelectronic devices [3].

In contrast to classical cryptographic methods, the security of quantum
cryptography is based on the fundamental laws of physics. It is guaranteed by
the Heisenberg uncertainty principle and is independent of any mathematical
or technological developments.

Today it is only a little more than one decade since the first prototype of
quantum cryptographic apparatus came into existence [4]. In the meantime,
quantum cryptography has become a well-known technique of communication
in a provably secure way, and together with an intensive research in the field
of quantum computers it has given rise to a whole new branch of science—
quantum information theory [5]. Viewed from this perspective, quantum cryp-
tography today is only a subset of a broad field of quantum communications
that also include quantum teleportation, quantum dense coding, quantum
error-correcting codes, quantum data compression, etc.

The purpose of this review is to give an overview of both theoretical and
experimental achievements in the field with a focus on recent developments.

0.1.1 Cryptographic tasks

Current classical cryptographic methods are used to solve a number of tasks.
One of the most important ones is secure message exchange, which allows two
parties to communicate in such a way that their messages are unintelligible
to any third party. An unconditionally secure method that enables to achieve
this goal is the so-called Vernam cipher [6], or a one-time pad, which was
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invented in 1917. The principle of this cipher is that addition of a string
of random bits, called the key, to a message, renders the resulting string
also completely random. For this cipher to be unconditionally secure, three
requirements must be satisfied: (i) the key must be as long as the message;
(ii) it must be purely random; (iii) it may be used once and only once. The
only way to reveal the contents of the original message is to subtract the key.
Thus the task of secure message exchange can be reduced to the problem of
secure distribution of the cryptographic key.

Other tasks challenging cryptographers include mutual identification, se-
cret sharing or multi-party computations. The goal of mutual identification
is for individual parties to assure each other of their identities. Secret sharing
is a method that enables us to split a secret string, e.g. a vault password,
into several shares in such a way that individual shares contain absolutely no
information about the secret, however, certain minimal subsets of the shares,
pieced together, can recover the original secret. Multi-party computations al-
low two or more parties to perform a common computation without disclosing
the input data of individual participants. After each party submits its input,
every participant learns the output, computed from the inputs, without learn-
ing the inputs of the others, except those inferable from the output. This can
be used, e.g., for ballots.

It should be mentioned that all these tasks can be solved classically, but
they suffer either from the key-distribution problem or from the absence of
an unconditional-security proof, and therefore from vulnerability to future
decrypting techniques, quantum or classical.

On the other hand, quantum physics enables us to design a cryptographic
primitive, which resolves at least part of the tasks mentioned above. This
primitive is called quantum key distribution.

0.1.2 The principle

The quantum key distribution procedure (QKD) allows two parties to es-
tablish a common random secret key. It takes advantage of the fact that
quantum mechanics does not allow us to distinguish non-orthogonal states
with certainty. The security of QKD is guaranteed by their overlap.

Within the framework of classical physics, information encoded into a prop-
erty of a classical object, can be acquired without affecting the state of the
object. However, if information is encoded into a property of a quantum ob-
ject, any attempt to discriminate its non-orthogonal states inevitably changes
the original state with a nonzero probability. And since eavesdropping is also
governed by the laws of quantum mechanics, these changes cause errors in
transmissions and reveal the eavesdropper.

An eavesdropper could also try to amplify the signal and split off its part,
however, cloning of quantum states is also forbidden by quantum principles
[7]. Thus QKD cannot prevent from eavesdropping, but it enables legitimate
users to discover it. If any eavesdropping is detected, the key is simply thrown
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away and a new one is generated. No leakage of information occurs, since the
key is just a random sequence.

0.1.2.1 Communication protocol BB84 The first QKD protocol was
proposed by C. H. Bennett and G. Brassard in 1984 [8] (therefore the acronym
BB&4), following the first ideas by S. Wiesner [9]. At present time this pro-
tocol has been best elaborated, both theoretically and experimentally. The
properties that may be employed to encode information are, e.g., polarization
of photons, phase, or quantum correlations (entanglement) of quantum sys-
tems. And how does this protocol work? Let us first describe a system, where
information is encoded into linear polarizations of photons:

At the beginning, the two parties that wish to communicate, traditionally
called Alice and Bob, agree on two polarization bases mutually rotated by
45°, and determine which polarization in each basis corresponds to a logical
1 and 0, e.g.,

base + : T =0 & =
base X : N= 0 o=

Then Alice generates random bits, chooses randomly between the two po-
larization bases, and sends photons with corresponding polarizations to Bob.
Bob also chooses randomly (and independently of Alice) his detection bases,
i.e., the orientation of his polarization analyzer. The two outputs of the an-
alyzer are fed to detectors. One detector corresponds to a ‘1’, the other to a
‘0’. Next, Alice and Bob say each other through a public channel (computer
network, telephone, etc.), which bases they used for individual photons. Note
that they communicate bases only, not particular polarizations of photons.
They keep only those bits when their bases coincided. In those cases their
bits should be identical as the results of Bob’s measurements are determin-
istic. Thus they obtain a shared key. When they used different bases, the
outcomes of Bob’s measurements are random, and are discarded. Afterward
Alice and Bob “sacrifice” a random part of this sequence by publicly com-
paring it. Their strings should be identical; possible differences reveal an
eavesdropper’s activity. The disclosed part of the key must be thrown away
and cannot be used for any other purposes. The whole procedure is summa-
rized in the following table:
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I. Quantum distribution:
Random bits generated by Alice;
Polarization bases randomly chosen by Alice;
Polarizations of photons sent by Alice;
Random orientations of Bob’s polarization analyzer;
Bits obtained by Bob (blank spaces mean that
the photon was lost).
I1. Public discussion:
(6) Bob announces his polarization bases;
) Alice announces coincidences of their bases;
(8) Random shared sequence of bits (in the absence of an
eavesdropper and noise, these bits must be identical
with the bits sent by Alice).
ITI. Test for eavesdropping:
(9) Bob picks a random part of his bits and makes them public
in order to detect eavesdropping;
(10)  Alice checks these bits and informs Bob if they are correct
(eavesdropping would have caused errors);
(11)  Secret bits shared by Alice and Bob—the key.
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0.1.2.2 Eavesdropping on quantum states Let us suppose that two
parties, Alice and Bob, want to interchange a secret key by means of a channel
which is accessible to a third party, eavesdropper, traditionally called Eve. Eve
is allowed to use all the power of quantum mechanics. What happens if Eve
is listening? First, we should realize that classical eavesdropping is out of the
question. Eve simply cannot draw out a small part of the signal. Since a single
particle is used for each bit, she can get either nothing or the whole particle.
In the latter case the particle is lost for Bob and the corresponding bit is not
contained in the key (some loss is tolerated). Eve cannot even copy (or clone)
the quantum state of the particle [7]. The simplest reasonable Eve’s strategy is
to use a measuring device, similar to that of Bob, to measure the polarization
of incoming photons, and resend each bit again to Bob with the help of a
device similar to Alice’s one. If Eve chooses the “wrong” polarization basis
for her measuring and preparation apparatuses (i.e., different from Alice’s and
Bob’s ones), she inevitably changes the polarization state of the photon and
then there is a nonzero probability that Bob gets a result different from the
original Alice’s bit. These differences enable Alice and Bob to disclose Eve.

Of course, Eve may use some more sophisticated measurements (e.g., such
that does not swallow up the original photon). However, it can be shown that
the resultant effect is qualitatively the same (see section 0.1.4). In general
any interaction modifies the states of a photon.

Eve is assumed to know the types of bases Alice and Bob use. This is
why Alice and Bob must alternate randomly and independently between two
conjugated bases (e.g., polarization bases rotated by 45°). Now, even if Eve
has known the bases, she could hit the right one only in 50 % of cases on
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average. Thus continual eavesdropping using the described strategy causes a
25% error rate. By comparing part of transmitted bits, Alice and Bob can
estimate the error rate and detect Eve’s activity.

Note that Eve could also modify the “auxiliary” information transmitted
through the classical open channel. For example, she can cut both channels
and pretend to be Bob in front of Alice. Therefore authentication of the
messages sent over the open channel is necessary [1, 10]. The recipient must
be able to check that the message has come from the “proper” sender and
that it has not been modified. This requires of Alice and Bob to share a small
amount of secret information (an authentication password) at the beginning.
After each transmission, this password is replaced by a new one, obtained from
the transmitted sequence. Therefore, the QKD cryptosystem works rather as
an “expander” of shared secret information.

In any real apparatus, there is noise which may also cause errors. Therefore
some small amount of errors have to be tolerated. Of course, it is possible to
correct errors by standard error correction procedures [4, 11]. Nevertheless,
we cannot exclude the possibility that the errors are due to Eve and not due
to “technological” noise. Fortunately, the amount of information, which could
have leaked out to Eve, can be estimated from the error rate for a large class of
eavesdropping strategies [4, 12, 13]. To minimize Eve’s information, a privacy
amplification procedure can be applied to the key at the cost of its shortening
[4, 14]. Finding the limit of the amount of information Eve can obtain for the
most general attack allowed by quantum mechanics, is the cornerstone of the
efforts to provide the ultimate security proof of quantum cryptography (see
sec. 0.1.4).

0.1.2.3 Other communication protocols Besides BB84, other proto-
cols were designed. The B92 protocol [15] uses only two non-orthogonal states.
A strong reference pulse is used to prevent an eavesdropper from misusing
vacuum states on a lossy quantum channel. The same trick may be used to
enhance the security of BB84—this protocol is known as the 4+2 protocol [16].
In the six-state protocol, three non-orthogonal bases are used [17]. Though
the latter protocols offer security improvements compared to BB84, they have
not attracted the attention of experimentalists yet.

Another class of QKD protocols is based on entangled quantum systems
[19]. Both Alice and Bob receive one member of a pair of particles obtained
from the parametric down-conversion process [18]. These particles feature
nonclassical properties: results of suitably chosen measurements on the par-
ticles exhibit, even when spatially separated, correlations that cannot be ex-
plained by any classical theory consistent with local realism. When Alice and
Bob decide to establish a key, they perform independent measurements in
randomly chosen bases (from a given non-orthogonal set), and using a public
channel they arrive at a secret shared key in a way similar to BB84. Later
developments showed a way to improve the security of this protocol by means
of the so-called entanglement-purification techniques [20].
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We note that also protocols using orthogonal states have been designed
[21]. Superpositions of quantum states are employed. A superposition is
divided into parts, which are sent separately with a time delay larger than
the time distance between Alice and Bob. This requirement, however, makes
such schemes difficult to implement.

There have also been a large number of other, more or less, exotic proposals.

0.1.3 Quantum cryptographic methods in practice

The quantum communication protocols described above may be used to imple-
ment quantum counterparts to the classical solutions of cryptographic tasks
mentioned in sec. 0.1.1. Until now most of the efforts were devoted to a quan-
tum solution of the key-distribution problem, which may readily be applied
to secure message exchange or can be used as a building block for different
cryptographic schemes.

0.1.3.1 Quantum key distribution. The first QKD prototype operated
over a distance of 32 cm in free space [4]. Since then, experimental techniques
have undergone a tremendous progress and today QKD systems at almost
a commercial level are offered [22]. A number of problems must have been
solved. Communication distance has reached several tens of kilometers in
optical fibers [23, 24, 25, 26]. Also free space systems are being developed
with earth-satellite communication on mind [27]. It should be noted that
only a few systems presented until now have exhibited parameters that would
ensure a secure key generation.

Two main conceptions of QKD apparatuses have been followed. Until late
90’s, most of the attention was devoted to the construction of QKD devices,
which used dim laser pulses as the source of photons. Pulses from a laser
diode are attenuated down below one photon per pulse. Since laser pulses
exhibit Poisson statistics in photon-number distribution, this ensures that
about 90 % of pulses contain no photons at all, about 9 % of pulses contain
exactly one photon, and only a small fraction of pulses contain two or more
photons. Bit values are encoded into polarization states of the laser pulses
[24, 28, 27] or into phase differences in a large Mach-Zehnder interferometer
[23, 25, 22, 26]. The former method requires stabilization of polarization over
the communication distance, which is achieved by active stabilization. It was
shown that it is possible to operate such a system in field conditions over a
distance of 23 km [24]. The interferometric method achieves the stabiliza-
tion of the Mach-Zehnder interferometer over the communication distance by
splitting the interferometer into two unbalanced interferometers and by us-
ing time-multiplexing over a single transmission fiber. This method has been
successfully applied over 46 km in the field [25]. While polarization measure-
ments are more precise than phase interferometry, the latter method seems
to gain more popularity amongst experimentalists after the development of
highly stable interferometric schemes employing Faraday mirrors [22, 26]. Er-
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ror rates below one percent are achievable. The main obstacles both these
methods face are attenuation in optical fibers, and low efficiency and high
noise level in currently available detectors. These factors result in a serious
limitation of the secure transmission distance.

Free-space QKD also advances at a fast pace. Filtering of the stray light is
achieved by means of carefully adjusted telescopes and by tight spectral- and
time-filtering. It was shown that under good atmospheric conditions, QKD
is feasible up to 1.6 km [27], a distance approaching the effective turbulent
atmospheric thickness in a surface-to-satellite path. Observed error rates were
around 5 % and 3 % by day and night, respectively.

Quite recently interest in correlated photon pairs has been revived, though
the original Ekert’s proposal comes already from 1991 [19]. It was shown that
the entanglement can be preserved over large distances [29]. To discover an
eavesdropper, the communication protocol can either test the Bell inequalities
[19, 30, 31], or a variant of the BB84 can be applied [30, 32]. Both energy-
time [19, 31] and polarization [30, 33, 34] entanglements have been used. A
novel source of entangled photons brings cryptography with correlated pho-
tons closer to applications [35, 31]. At the present experimental level, error
rates fall only slightly below 10 percent at communication distances approach-
ing 10 km.

Another way to employ correlated photons pairs in quantum cryptography
has been suggested [36, 37]. The idea is to take advantage of the fact that in
the down-conversion process photons are always created as in pairs. Perform-
ing a photon-number measurement in one of the beams, only single-photon
states can be selected in the other beam. Such a source would not only extend
the distance limit of secure QKD, but it would also conform with the ultimate
security proofs which were derived under the assumption that single-photon
states are used. A more detailed investigation [38] shows that even though
physical imperfections in real experiments keep such sources far from single
photons, they still offer certain benefits compared to dim laser pulses.

The development of QKD also stimulated the construction of high-quality
random-number generators [39]. This is an important question, because to
preserve the level of security, Alice’s and Bob’s choices of encoding and mea-
surement bases and bit values must be truly random. Quantum generators
based on the division of a weak photon flux at a beam-splitter seem to accom-
plish this task. Some schemes let the Nature make this random work already
within the setup.

0.1.3.2 Quantum identification. Attempts have been made to build
a quantum identification system [40] by first implementing another crypto-
graphic primitive, the so-called bit commitment [41]. This task, however, has
been proved impossible to implement in a secure way [42].

Later a secure solution of this task was found. It combines a classical
three-step identification procedure with QKD [43]. The identification proce-
dure uses random sequences which are used just once, and the QKD procedure
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supplies the users with new key material. Moreover, the identification proce-
dure may easily be incorporated into the public discussion within the QKD,
which substantially simplifies the system.

Other ways to solve mutual identification were proposed using correlated
particles [44, 45]. Here again, modifications of the QKD procedure are used.
In the latter case, a third communicating party, trusted arbitrator, is required.

0.1.3.3 Quantum secret sharing. A theoretical proposal of how to im-
plement secret sharing in a quantum way was proposed in [46]. This method
uses three-particle quantum entanglement of Greenberger-Horne-Zeilinger states,
which, however, have not neatly been produced in the laboratory yet. Later a
modification of the secret sharing protocol was developed, which expediently
utilizes the entanglement of EPR photon pairs, and which is already within
the reach of today’s technologies [47]. This task has already been implemented
experimentally too [48].

0.1.3.4 Multi-party computations. The hope for secure quantum im-
plementation of multi-party computations using a cryptographic primitive,
called oblivious transfer [49], was dashed together with the bit commitment
[42]. Until now, no other solution has been published.

0.1.4 Security

Provided that quantum theory is a right description of our physical world,
quantum cryptography offers, in principle, unconditional security. However,
there are several problems in practice. First, each real apparatus and trans-
mission line exhibit losses, imperfections, and misalignments. This results in
non-zero error rates during transmissions even in the absence of an eavesdrop-
per. The unconditional security is imperiled. Second, there is no easy-to-use
single-particle carrier in the optical domain where naturally quantum cryp-
tography is likely to be employed. The sources used until now suffer from a
certain content of vacuum or multiphoton states, both of which open security
risks. Multiphoton events can in principle be identified by Eve and she can
eavesdrop on them by splitting and diverting part of the signal without risking
disclosure. Vacuum states, on the other hand, can be used for manipulations
that can hide the consequences of eavesdropping.

These actualities force communicating parties to undertake steps (privacy
amplification [4, 14]) to eliminate information possibly leaked to an eaves-
dropper. Since it is impossible to discriminate between errors caused by tech-
nology and by eavesdropping, legitimate users must attribute all the errors
to Eve’s activity. To estimate the amount of Eve’s knowledge from the de-
tected error rate, one has to consider possible eavesdropping strategies; not
only those technologically possible today but all strategies possible in princi-
ple. The intercept-resend attack, described in section 0.1.2.2, was investigated
in detail first [4, 50, 51, 52]. Then more general attacks on single quantum
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bits (qubits)—such that Eve could use positive-operator-valued measurement
(POVM)—were considered [50, 12]. Other generalizations of eavesdropping
strategies “enable” Eve to use “probes” interacting with information carri-
ers. These probes could be stored and measured (by POVM) later—after the
announcement of Alice’s and Bob’s bases [13]. Next step has covered the so-
called collective and coherent attacks. In these cases it is supposed that an
eavesdropper can carry out measurements not only on individual qubits, but
on the key as a whole by means of collective measurement on non-entangled
probes corresponding to individual qubits (collective attack), or by means of
an unrestricted, arbitrarily complex “common” probe (coherent or joint at-
tack) [53]. Proofs of security of the BB84 scheme against the most general
attack, even in the presence of noise, have been finally obtained [54]. Fortu-
nately, it seems that if the technological error rate is low enough, quantum
key distribution could still be unconditionally secure.

However, all the proofs mentioned in the previous paragraph are idealized
in the following sense: A proof of security is independent of the physical
implementation of signal states as long as they have the correct overlap prob-
abilities and if the recipient is able to detect exactly the same set of states as
are sent. But the latter condition represents a serious difficulty in practice.
Real detectors are usually not able to distinguish the number of impinging
particles. It could be overcome by sending quantum states of exactly one par-
ticle. Unfortunately, it is also a hard technological problem. If Alice cannot
guarantee one-photon signals and Bob’s detectors just either fire or they do
not fire, an eavesdropper can split and read some signals without the recipient
detecting it. The difficulties implied, for example, by the use of weak coherent
states in combination with lossy lines have been pointed out and their various
aspects have been discussed in [16, 51, 55, 37, 56]. This subject has been
further analyzed in [36, 37, 38], where bounds on coverable distances were
given. Positive security proofs for individual attacks for sufficiently short dis-
tances taking account of realistic signals are given in [37]. It has been shown
that with the best current technology (transmission line made of optical fiber
at 1550 nm, Ge or InGaAs avalanche detectors, and weak laser pulses as a
source of quantum state carriers), the distance allowing secure QKD is limited
to about 25 km. The hope for extending this range above 120 km by using a
source based on postselection from correlated photon pairs has been weakened
when a more realistic treatment found a limit of about 55 km achievable with
present laboratory skills [38]. There is also some work in progress on the posi-
tive security proof for the case of coherent attacks [57]. On the other hand, the
eavesdropping attacks which may undermine the secrecy of the key for setups
exceeding these secure distances, are still quite complicated. The eavesdrop-
per needs perform a non-demolition measurement of the total photon number
in the signal state, then she has to split off one photon providing a multi-
photon signal has occurred, store that photon, and then, finally, measure it
after the public discussion.



0.1.5 Prospects

It is clearly apparent that quantum cryptography is now ready to offer efficient
and user-friendly systems providing an unprecedented level of security. While
classical methods are still safe enough for short-lifetime encryption, quantum
cryptography may prove valuable when thinking with longer prospects. The
development of quantum computers can play a significant role in speeding up
the increase of the need for QKD in the IT market.

Still there is a lot to be done. While the security of single-photon methods
is already quite well defined, the security of cryptography with correlated pairs
is much less understood. It would also be useful to make a rigorous analysis
of what is the optimum protocol. QKD itself is now well elaborated, but its
further propagation to other areas of cryptography (or discovery of another
quantum primitive) still stands ahead.

Theoretical progress will no doubt be immediately followed by experimental
advances. The development of new technologies can extend the limit of secure
communication. Mainly detectors in the 1550-nm fiber-optic communication
window require a big improvement. Any reduction of the fiber attenuation
would also greatly contribute to extending the communication range.

It should be stressed that future practical applications of quantum cryp-
tography are by far not the only benefit of this area of research. As already
mentioned, a whole new field has been stimulated, which has helped us better
understand the Nature. It is believed that this resource is still far from being
exhausted.
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